WP Email Manager

How to Obtain Your Froxlor APl Key

Froxlor - https://wpemailmanager.com/docs/how-to-obtain-your-froxlor-api-key/

Do the following to obtain your Froxlor APl key and secret:

1. Login to your server's admin area using your administrator credentials.

0 Froxlor admin Dashboard Options - Logout
Resources
Customers DaSh board
Admins
Domains
SSL certificates Ty
1Ps and Ports
Hosting plans co o0 co c0 Release 0.10.36 - Maintenance and minor bugfixes 2022-07-01 8:20
Recalculate resource usage Dear Froxlor Community, again this release ist mostly minor bugfixes and maintenance as the main
focus is of course still on the next major version...
Customers Domains Subdomains Webspace
Traffic Y used 2 used 0 used 0.00 B used Release 0.10.35 - Maintenance and minor bugfixes 2022-06-03 6:35
Customers ok S o Dear Froxlor Community, this release ist mostly minor bugfixes and maintenance as the main focus

currently is on the next major version of froxlor....

System Security Release 0.10.34 - Possible authenticated SQL injection via APl 2022-04-01 713
Configuration Dear Froxlor Community, with the introduction of 0.10.x AP1, users are able to externally call the
Settings o o co co provided functions (if enabled, default disabl...

Cronjob settings

System log Traffic MySQL-databases Email-addresses Email-accounts System details
Rebuild config files 0.00 8 used oused 0 used Oused
Auto-Update 0.00 B Assigned 0 Assigned 0 Assigned 0 Assigned Hostname cloud

Serversoftware Apache/2.4.29 (Ubuntu)
PHP
PHPiRfo0 PHP-Version 7.2.24-0ubuntu0.18.04.13
Ofcache lnfo MySQL server version 5.7.39-Oubuntu.18.04.2

. Email-forwarders FTP-accounts Webserver interface APACHEZHANDLER

Miscellaneous 0 used 0 used
Database validation 0 Assigned 0 Assigned MemTotal: 1008616 kB
Email & file templates Memory usage MenFree: 127748 kB
Write a Message MemAvailable: 495352 kB
SMTP test System load 0.00 / 0.00 / 0.00
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2. Go to Settings and proceed to System Settings.
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« System
Configuration
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Cronjob settings
System log
Rebuild config files
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Miscellaneous
Database validation
Email & file templates
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Auto-Update

PHP
PHPinfol}
OPcache Info

Miscellaneous
Database validation
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&

Select all IP-addresses you want to use as default for new domains

Default SSL IP/Port
Select all ssl-enabled IP-addresses you want to use as default for new domains

Hostname
What's the Hostname of this server?

Enable external APl usage
In arder to use the froxlor API you need to activate this option. For more detailed information see https [ /docs.froxlor.org

Validate domain names

Customer standard subdomain
What hostname should be used to create standard subdomains for customer. If empty, the system-hostname is used.

MySQL-Access-Hosts
A comma separated list of hosts from which users should be allowed to connect to the MySQL-Server. To allow a subnet the
netmask or cidr syntax is valid.

Use libnss-extrausers instead of libnss-mysql

Do not read users from the database but from files. Please only activate if you have already gone through the required
configuration steps (system -> libnss-extrausers)

For Debian/Ubuntu only (or if you have compiled libnss-extrausers yourselfl)

File extension for index file in newly created customer directories
Which file extension should be used for the index file in newly created customer directories? This file extension will be used, if
you or one of your admins has created its own index file template.

Store default index file also to new subfolders
If enabled, the default index-file is being stored to every subdomain-path newly created (not if the folder already existsi

Enable sending of reports about web- and traffic-usage

Warning-level in percent for webspace
Valid values are 0 up to 150. Setting this value to 0 disables this report.

4. On the top right, under the Options dropdown, click on API Keys.

= html

admin Dashboard Options Logout
5( Settings [Overview] [Import/Export]
card changes
Panel settings Settings
Account settings Settings
[ System settings Settings I
Froxlor VirtualHost settings Settings
Cronjob settings Settings.
Webserver settings Webserver: ~ Apache 2 Settings
SSL settings Activated: = No
FCGID Activated: = No
PHP-FPM Activated: = No
Perl/CGI Settings
Statistic settings Settings
Mailserver settings Settings
FTP Server settings Settings
Mamacariar cartinnc Aebiiabad - N~
3. On the System Settings page, enable external APl usage and save.
admin Dashboard Options Logout
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Q’ The settings have been successfully saved.
Traffic
Customers

Click here ta continue

System
Configuration
Settings

Cronjob settings
System log

Rebuild config files
Auto-Update

PHP
PHPinfo()
OPcache Info

Miscellaneous
Database validation
Email & file templates
Write a Message
SMTP test

5. On the API Keys page, click on 'Add new Key' and an API key will be generated.

0 Froxlor admin Dashboard Options = Logout
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Hosting plans Username API-key Secret Allowed from Valid until Options
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No API keys found
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Cronjob settings
System log
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OPcache Info

Miscellaneous
Database validation
Email & file templates
Write a Message
SMTP test
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. API keys

v Information
A new api key has been generated successfully

Add new key

Username APl-key

admin Dashboard Options * Logout

Secret Allowed from Valid until Options

b17af6777a9ebf4cl

6. Tap on the generated API key row to see all the details.
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(- APl keys

” Information
A new api key has been generated successfully

4 Add new|  APl-key / Secret

Username

API-key

Secret

Allowed from
Comma separsted list of ip addressss. Default empty.
Specifying  subnet 8.g. 192.168.1.1724 Is currently not supported

Valid until
Diate until valid, format YYYY-MM.OD

admin Dashboard Optians ~ Logout

:

B 4b0ca37eMblecdsd03bb0e5T52T1eBec 1bb0S4 18a3342cc5a0/de 2082100 LU D

= b17aiB777adebf4chad 5684680903602 176bb3e 75207927 28b388b 164871 _
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